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Multifactor Authentication

Recommended by the Office of Information Technology Services

Multifactor Authentication is a security enhancement that allows you to present at least two pieces of evidence, or factors, to identify
yourself when logging in to your account. This helps to secure your identity by using a combination of two different factors — 1)
something you know (your password) and 2) something you have access to (your mobile phone, office phone, or other device).

The authentication options available to Lander account holders presently are:

e SMS Message — You will be sent a text message containing a verification code when you attempt to log-in to your Lander
account. You will enter the verification code provided into the sign-in interface.

¢ Mobile Application Push — This option pushes a pop-up notification to the authenticator app on your smartphone, tablet, or
computer to approve or deny.

e Mobile Application OAUTH - This option allows the Authenticator app to generate a 6-digit verification code that updates
every 30 seconds. This option may be useful when you are in an area with poor cell coverage.

e Call Me - You can also set a phone number (such as your office phone) up with a Call Me option. When you attempt to log in
to your account, the Microsoft Sign-In Verification System will call the phone number you've configured to approve or deny the
log in.

You can add additional MFA methods in case one of your devices is not available to you. We are actively seeking to implement
additional authentication methods in the future.

Register for Multi-Factor Authentication (MFA) here (or type aka.ms/mfasetup in the address bar of your browser):

Register here

Enter your Lander email and password when prompted:
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Set up your preferred method of authentication as described above by following the on-screen prompts.
Need help?

Learn to register for MFA: Watch this informative video:
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Thank you for your cooperation and for helping protect your identity and keep Lander data secure.
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